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ar.&L [, 411() - Faferia woter Faa RE FT a7 EEr (e arza) qeem) [,
2024 H e FIA (o0 LHEAT ATAFH, 2023 (2023 7T 44) F¥ 1T 56 i IT-4ITT (2) F B (V) F
AT IT5q gT 22 FT IT-4TT (1) F Tgd T&T ARAT FHT TN FIT gU a1 T TEq1G FLAT &, 1 38990
TATTT BIT ATl AHT SATRAT ol FAAT o TolT STRTTAT RAT STAT B T TagT Jg Arfed oo srar g &
Ih wEraT FIat 07 39 a7 9 fom & sater it qurty F TEnq FEw B s S e |
LRI TSI § AT THRIAT 38 ATSGAAT 61 AT AT G T ITAH FATS AT 8,

T TS AT TIET GATF & al G40 arad (TLHAT), TLHAT [AHNT, =9 HATAT, 9T GFTY,
AT 99, 20, F9MF U, 7% faeet’-110001 FT AT AT THAT 2

Fea T AYERY G ST Tty it qHIH F @ 3% "AGT =aq41 & gae § et =726 & am
EIRIERIE REIKEICIR R EE IR E RIS I
1. Hfere T ST W —
(1) =4 = A7 TEAR (TTEAT qT2a GRaT) e a7, 2025 F2T 51 FhdT 2

4156 GI/2025 (1)
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(3)

()

T AERTL TSI § TRTe 0t fafsr & wgF gim
AT (TLHATT A=< gean) a9, 2024 ¥, -
s 2 ¥, 3u-fAem (1) 4,
(F) @= (1) F are, Aot wr orfae G s -
"(ITe) "ATTHELTIE" T AT AT AT, 1885 (1885 T 13) F dgd TLHATE HATU &I
FL % T ATeHE T arer A fn Afd 2;
(TT) "THTAAT R | | 7% F qgd wnfua gered a7 FdiEr W afind g,
ST STTErFd THISAT ST ATSHaEThl g TATIT ® qe7 a4T1aT g, =9 dae § & #7471
AT UTEHl AT STARTHRATe g My TEAR 9gaW | T, Iiada 9er a1
AT, ST ST ATHAT BT, F T2TE § HISE STARTHRAT F A&T &;"
@) @ (3) % arg, Fetated earfae BT s
"() "TLEATT TgAT HC&AT ITANHAT Thle (ST T2)" | ATSHHL T AT ITAFd ZHTs 5
FATAT Teh ATeh, ST SO ATEHI T ITTRTRATAL ol TgaTH o (10 JT HATSAT F TTALTT 3T
farawor = forT gEE=TT I SEATel FT STANT FHIdT g, ATSHd g
ffw 3 ¥, 3u-fAem (1) 4,
(F) @< (F) ¥, dq H, 153 "SI g AT,
(@) W (F) F TH FAI T Sq:eTad a1 STo-
() T TS G ST o0 ST 1ol TLHATY T AT ST & Haferq ST T dehe T
3T AATETE T THF TEHEHL 3T ST ] TAH F & fow free ey & Aremw 4
fAfde feigstt & vET 21 YaW F3 & oIy g "l g, T
ATw 3 9, I9-[9w (2) #, "THAR A" M5 T & TS, 9057 "IT e qs " ATH AT ST
9w 4 ¥, 39-f7w (3) #, "TEHATR A" A&l & 18, 61 " ez " ATt T S
fRew 5 4,
(F) u-fam (6) Feferfaa & A gfaenfua G srosm: -
"(6) ST Fea T ALRTE Tg qHAAT & o IT-FATW (5) F T&d dchTel FILATS AR § ATT9TF
a1 FH=T g Fgf 98, IT-Fa9 (2) F dgd g=aT ST R @31, 39 w1 w1 arwiered
T U I 9T o T Saer I et
(F) FTIEAT THIE Al TERIE TEATT T G&AT & START Hl T &7 & Hefad
T & forT; e
(@) ZrrEgE & T ATl IT ITANTHATAT i TgaTd o (o0, IT FATY T&TT FIA %
oI gTE T TTEET 98919 HEAT & ST &l Sl &9 & [Hefad w2 & form)
(@) 39-fA=w (7) #, "qTEA THS" a1 AT, STl | UHT 21aT &, a8 "7 S antHer fHaw
STTUAIT;
(1) IU-FAFw (8) ®, i Afertera & |rer wiaetud T Srosm:
"Ford o IU-FA=w (6) o T siaer & foreft off werras & fMforfera e 39 ara siaer A
QT BT TohdT &
(F) TLEAKR A IU-AH (5) % @T (@) * qgd M TERE THAT TgaTd Se&T
& ITANT FT T &7 F SFhdae F:7 g, 37

(@) e AT qTghi AT STANTHATAT ! T & (T, AT HATY F&TF FHLe o (oI,
TH 98 & oMeer § A<y a€h ¥ U9 EEER T84 SCATsl & START &l Jiaataa am
TREHIHT T 2
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(7)

(8)

(=) 39-f7w (11) ¥,
(i) “TTEATE T AT HEATH & ST AT T FL A1 Fheft =rfxe” ersat o e 9 “drars g
orex wiareaToa o ST s
(i) “3TIT ITHIHISN” QTRT o TETT “AT TAHIAT 9067 SAq:FATIAT ohT JTU|

e 7 % weama e Faw sietea B s

“T%. TEATE IEATT HCATSA T TATIT - (1) TLHATE ATSAT AT GIATHT Fled TAT AT AT
Tl e o LT H [T AERTE T3 IT FE 1T FLHTL GIT T UStel & ATeqT & THUAAT TlehiH
TATTOT AT TAT TTIAFT HEATAT T ATSHALTIHT T UH TIEHIH T T A 6 &9 T qLH %
Teey § e ST H

(2) FE IS Fad: HAW AHL AT Fa T AT TS TR AT H5iT AT TST LT FIET TTehd
TS o 49T 9% THUAAT Tehid 9T 39 e &9 i T § T97 3 QFAf & =t |
AfATEe oo & AT 9% e T T g SEH T8 TATI T SITUAT {3 9T 390 START
T JATHEA ZIRT [AARE THAT Tg== G&lT, TIhd JeIT a7 ATHagE & Seed H AR
TATHTSAT 6 TIET g
(3) FETT FLHIT AT TST TLHIT AT g T ALRTE IT 5T ALFRIE G AITEFT Fls Usidl S THUAAT
TR TT TH HEY H HATIA il ART FT Gl g o6 FAT TGS ITHIHRSA AT TAHIS F1T
fafAfae TTE= Te=T Her, WTEEa JeT A7 ATSHaaTF & Sered § RIS TAHIE & Aqed
2l
(4) THURET WiehiH 39-AF9 (2) A7 3U-F47w (3) F dgad wrd T | SIqarg F qeTaT F S2ed
H TTTHd TEATeN ST ATSHALTLRT I HoIIT ST UHT HEATU UHT FATIT AT 31T Fald TR
T fAfAfds =7 sfiw 9% & tquadt wewiy u SaHT Tiafwar &
(5) =8 =9 & T2 AaTed qa% TATIA Hadl UH g1 H&AT F ST TAT3Al 6 3297 T TEATT
TEAT HEAT § [ ITHIHIAT AT TR 6 TATIT F 3297 F G 3T LS, TTiersha dem
T ATSHALTE, STET T ATHAT BT, T 3297 o o7 T AT & "aterq an] e &7 e
iRt #4”
A7 8 4,
) 3u-fFw (4) Fr FAuferieg & gfaeerta BT s

“(4) FHT FEHIT AU HIATSA STHLU TgA (ATSTHATS) HEAT AT FLHATT STHTIN

& afAHTars #1 e ST FT g6t g B

(F) TEare U U EHET TR AT AEURSAE AT F Hae H AATHmATIHT
TETIAT T&TH 3 3T
(@) T H THATL dea® | T8l F ITINT § A a7 ASTHSATS FHl qd § Aiq
T AT | AT 60 AT T8 AU ZIEATE STHLII Al & T FHel”

(@) S9-=w (5) F TETa MHferied ®it S har S
“(6) T ALRTE, T AT Feg 1T TLFRTT GIT VTS TRl TSIHT F ATETH & 39 MSUHSNS
T STaTae TRl forer |79 Sane it T 8 A7 ekt ST 39-fH9w (4) 3 @2 () F siavia
gfaatea o = 21
(7) AR | ASTHALHATS T AT TR SLEATT STHRIUT 1 faehit 3w wdig # omforer =af<r =7
UHT foeT AT TR & 98 I9-3H (6) F AqIq [A{<E STerad aF 9gd & [o0 Ted 9T
fafafde =7 siv a8+ & 9fq AMETASAE T FqT & 0o & AT & 9T SAaaT HIAT g
T Tg FATHT FIAT R T3 ag TTeT AT AN FT 8 UH T2Te¥ | AR ASUASAS
e Arer T gEE=T Suor i fast A1 wdie TE A gl

e 10 ¥,
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(F) 3U-FA=w (2) |, "TTHATT THISAT" =31 F TATH, ST AT T 311 3, 9753 "I7 Ere =" faq-emfug
o ST

(@) 3U-fF=w (3) ®, "gEEATE T oTeal o T, oex " S T R Sruar

w10 % v, et sawenfig B s

L AT ATLAT

(a7 79(2))

sfRp/arqre f Seft

1 | ST &S FRIT A AT TT TR
T HIE (S9N, HATAT AT HIATAT ¢, AT
FAT AR AT ST AL o (Rl FHIA
% Tgd AT &l ATTEEH g

T T L0 (AR FU AT BIEHY)
L

STl AT TS FAT LA T TT aFTY,
qT FET AT AT T5F LT g
Trerpa et TSt o e & e |
HIETEA Fa¥ TATIT & [T Sqre Far

el ST o o7 ueh w93 a=e 9, e
q, HET TR IT el T T G T
TSHT, ST AT ATHAT 21, T T8 399 919
TRt TAT U FGAT AT AL TATIT FLA

FTAT HETera TTFErd AT T ATSHHLTE i
safa w

T AL & o0 A9 w90, S| 7 F60T
HTHRTT AT FHETT TR G ATIRhe ToreT,
ST off HTHET BT, U €0 379 9T T&T 47
T FAU HIATSA Aa¥ GATIT FLA ATt gatad
STTErEa HET AT ATSHELTIF il AT HT

2l

3 | STl AT UF Mt |47 § ST A
YL AT (2) % HAIT Aal Arar gl

[T, &, 24-07/2024-7]
Tdg FHTT T, T4 H=a

Tie: g AW et 21 9997, 2024 FT §&a1 91.F1.. 720(37) 1T AT o TSI, STETLT, 91 I, 92
3, IT-E< (i) § THTrara foro arw o)

MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
New Delhi, the 24" June, 2025

G.S.R. 411(E). — The following draft rules to amend the Telecommunications (Telecom Cyber
Security) Rules, 2024, which the Central Government proposes to make in exercise of the powers conferred
by sub-section (1) of section 22 read with clause (v) to sub section (2) of section 56 of the
Telecommunications Act, 2023 (44 of 2023), are hereby published for the information of all persons likely
to be affected thereby and notice is given that the said draft rules shall be taken into consideration after the
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expiry of thirty days from the date on which copies of this notification as published in the Gazette of India,
are made available to the public;

Objections or suggestions, if any, may be addressed to the Joint Secretary (Telecom), Department of
Telecommunications, Ministry of Communications, Government of India, Sanchar Bhawan, 20, Ashoka
Road, New Delhi- 110001;

The objections or suggestions which may be received from any person in respect of the said draft
rules before the expiry of the aforesaid period shall be taken into consideration by the Central Government.

1. Short title and commencement. —
@) These rules may be called the Telecommunications (Telecom Cyber Security) Amendment Rules,
2025.

2) They shall come into force on the date of their publication in the Official Gazette.
2. In the Telecommunications (Telecom Cyber Security) Rules, 2024, -
(D) in rule 2, in sub-rule (1),

(a) after clause (c), following shall be inserted: -

“(ca) “licensee” means a person holding a license to provide telecommunication services under
the Indian Telegraph Act, 1885 (13 of 1885);

(cb) “MNYV platform” means the mobile number validation platform established under rule 7A
to enable validation by authorised entities and licensees as regards whether telecommunication
identifiers specified by TIUE customers or users, correspond to the users as present in the
database of an authorised entity or licensee, as the case may be;”

(b) after clause (h), following shall be inserted:

“(i) “telecommunication identifier user entity (TIUE)” means a person, other than a licensee or
authorised entity, which uses telecommunication identifiers for the identification of its customers
or users, or for provisioning and delivery of services;”

2) In rule 3, in sub-rule (1),
(a) in clause (a), at the end, the word “and” shall be omitted;
(b) after clause (a), the following shall be inserted: -

“(aa) seek data related to telecommunication identifiers used by a TIUE and ask TIUE to provide
such data from designated points through digital means to enable its processing and storage; and”

3) In rule 3, in sub-rule (2), after the words “telecommunication entities”, the words “or TIUE” shall be
inserted.

4) In rule 4, in sub-rule (3), after the words “telecommunication entity”, the words “and TIUE” shall be
inserted.

®)] In rule 5,

(a) sub-rule (6) shall be substituted with the following: -

“(6) Where the Central Government considers that immediate action under sub-rule (5) is
necessary or expedient in the public interest, it shall without issuing a notice under sub-rule (2),
pass an order recording the reasons thereof, with appropriate directions:

(a) to the telecommunication entity to temporarily suspend use of the relevant
telecommunication identifier; and

(b) to the TIUE to temporarily suspend use of the relevant telecommunication identifier for
identification of its customers or users, or for delivery of services.”

(b) in sub-rule (7), after the words “telecommunication entity”’, wherever it occurs, the words “or
TIUE” shall be inserted,

(¢) in sub- rule (8), the proviso shall be substituted with the following:

“Provided that any modification of the order under sub-rule (6) may also include an order
directing:
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(6)

(7

®)

(a) the telecommunication entity to permanently disconnect the use of the relevant
telecommunication identifier as specified under clause (b) of sub-rule (5), and

(b) the TIUE to prohibit or circumscribe the use of such telecommunication identifiers for
identification of its customers or users, or for delivery of services, in the manner as may be
specified in such order.”

(d) Insub-rule (11),

(i) for the words “any person providing services that are linked to telecommunication
identifiers”, the words “a TIUE” shall be substituted; and

(i1) after the words “their customers”, the words “or users,” shall be inserted.
After rule 7, the following rule shall be inserted:

“7JA. Validation of telecommunication identifiers. — (1) With a view to ensuring telecom
cyber security and prevent security incidents, the Central Government shall by itself, or through an
agency authorised by the Central Government, establish a MNV platform and issue directions to
authorised entities and licensees, as regards the form and manner in which to participate on such
platform.

2) A TIUE may suo moto, or shall, upon a direction from Central or State Government or an
agency authorised by the Central or State Government, place a request on the MNV platform in the
form and manner as specified therein, and on payment of fees as specified in the schedule to these
rules, seeking validation of whether the telecommunication identifiers as specified by their customers
or users, correspond to the users as present in the database of an authorised entity or licensee.

3) The Central Government or State Government or any agency authorised by the Central
Government or State Government, may also seek validation on the MNV platform as regards whether
telecommunication identifiers as specified by TIUE customers or users, correspond to the users as
present in the database of an authorised entity or licensee.

4) The MNV platform shall transmit any request received under sub-rule (2) or sub-rule (3) to
authorised entities and licensees for the purpose of validation, and such entities shall undertake such
validation and provide their response to the MNV platform in the form and manner as specified by
the Central Government.

&) Mobile number validation under this rule shall be solely for the purpose of validation of
customers or users associated with a telecommunication identifier for the purpose of services linked
to such identifier, and the TIUE, authorised entity and licensee, as the case may be, shall ensure
compliance with applicable laws relating to data protection for this purpose.”

In rule 8,
(a) sub-rule (4) shall be substituted with the following:

“(4) The Central Government may issue directions to manufacturers of telecommunication
equipment bearing International Mobile Equipment Identity (IMEI) number to:

(a) provide assistance as required in relation to tampered telecommunication equipment or
IMEI number; and

(b) not assign IMEIs that are already in use in telecommunication networks in India, to new
telecommunication equipment that are being manufactured in India or imported to India.”

(b) after sub-rule (5), following shall be inserted:

“(6) The Central Government shall, either directly or through an agency authorised by the Central
Government, maintain a database of IMEIs which are tampered, or whose use has been restricted
under clause (b) of sub-rule (4).

(7) A person engaged in the sale and purchase in India of used telecommunication equipment
bearing IMEI numbers, shall, prior to such sale or purchase, apply for access to the database
specified under sub-rule (6), in the form and manner as specified on the portal, along with
payment of fees of ten rupees per IMEIL, and ensure that it does not, directly or indirectly,
undertake sale or purchase of any telecommunication equipment bearing IMEI number that is
specified in such database.”

In rule 10,
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(a) in sub-rule (2), after the words “telecommunication entities”, wherever it occurs, the words “or
TIUESs” shall be inserted;

(b) in sub-rule (3), after the words “telecommunication entity”, the word *“, TIUE,” shall be inserted.

©)

After rule 10, following shall be inserted:

Schedule of Fees

(Rule 74(2))

S. No. | Category of Person/request Total Fee payable (excluding the
applicable taxes)

1. Where TIUE is a department, ministry or | Nil
office of the Central Government or State
Government, or an authority established under
a statute of the Central Government or State
Government.

2. Where TIUE makes a request for mobile | One rupee fifty paise per request, of
number validation pursuant to a direction of | which, the Central Government or
the Central Government or State Government, | agency authorised by the Central
or an agency authorised by the Central | Government, as the case may be, shall
Government or State Government. retain fifty paise, and transfer one rupee

to the relevant authorised entity or
licensee undertaking the mobile number
validation.

3. Where a TIUE is a private entity and request | Three rupees per request, of which, the
does not fall under category (2) above Central  Government or  agency

authorised by the Central Government, as
the case may be, shall retain one rupee,
and transfer two rupees to the relevant
authorised entity or licensee undertaking
the mobile number validation.

[F. No. 24-07/2024-UBB]
DEVENDRA KUMAR RAI, Jt. Secy .

Note: The principal rules were published in the Gazette of India, Extraordinary, Part 11, Section 3, sub-section

(1) vide number G.S.R. 720(E) dated the 21* November, 2024.
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